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The Legal Landscape of Cybersecurity: Protecting Digital Frontiers - Aditya Kumar Mishra — September
27,2023 —retrieved from https://www.linkedin.com/pulse/legal-landscape-cybersecurity-protecting-
digital/

What is Cyber Security? Definition and Best Practices — law review - retrieved from https://www.
itgovernance.co.uk/what-is-cybersecurity

DEFINITION cybersecurity — by Sharon shea Executive Editor — Alexander S. Gillis, technical writer and editor
—Tech Accelerator —retrieved from https://www.techtarget.com/searchsecurity/definition/cybersecurity

The AFRICAN UNION CONVENTION ON CYBERSECURITY : A REGIONAL RESPONSE TOWARDS CYBER STABILITY
? — by UCHENNA JEROME ORJI - September 2018 — masaryk university journal of law and technology —
retrieved from https://www.researchgate.net/publication/327986841 The African_Union_Convention_
on_Cybersecurity A Regional Response Towards Cyber Stability

“The information which can be accessed any time whenever authorized users want. There are primarily
two dangers to the accessibility of the system which are as per the following: Denial of Service, Loss of Data
Processing Capabilities”

“The maintaining of consistency, accuracy, and completeness of the information is known as Integrity.
Information cannot be modified in an unapproved way. For example, in an information break that
compromises the integrity, a programmer might hold onto information and adjust it prior to sending it on
to the planned beneficiary. Some security controls intended to keep up with the integrity of information
include Encryption, Controls of Client access, Records Control, Reinforcement, recovery methodology, and
Detecting the error”.

“The protection of information of authorized clients which allows them to access sensitive information is
known as Confidentiality. For example, assuming we say X has a password for my Facebook account yet
somebody saw while X was doing a login into the Facebook account. All things considered, my password has
been compromised and Confidentiality has been penetrated”

Network Security Strategies: There are numerous strategies to further develop network security and the
most well-known network security parts are as per following: Firewalls, Antivirus, Email Security, Web
Security, Wireless Security.

Network Security Software: There are different types of tools that can shield a computer network like
Network firewall, Cloud application firewall, Web application firewall, etc.

What are the five elements of a good cyber security culture? — September 5,2023- the security company
(international) limited —retrieved from https://www.linkedin.com/pulse/what-five-elements-good-cyber-
security-culture-thesecurityco/

Elements of cybersecurity — greeksforgreeks —retrieved from https://www.geeksforgeeks.org/elements-of-
cybersecurity/

Cyber resiliency, NIST Computer security resource center, CSRC, retrieved from - https://csrc.nist.gov/
glossary/term/cyber_resiliency
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About International Telecommunication Union (ITU), ITU UN Agency website, retrieved from - https://www.
itu.int/en/about/Pages/default.aspx

Service GD, ‘Data Protection’ (GOV.UK, 16 September 2015) https://www.gov.uk/data-
protection#:~:text=The%20Data%20Protection%20Act%202018%20i5%20the%20UK’s%20
implementation%200f, used%20fairly%2C%20lawfully%20and%20transparently, accessed 9 April 2024.

Service GD, ‘Data Protection’ (GOV.UK, 16 September 2015) https://www.gov.uk/data-
protection#:~:text=The%20Data%20Protection%20Act%202018%20is%20the%20UK’s%20
implementation%200f, used%20fairly%2C%20lawfully%20and%20transparently, accessed 9 April 2024.

‘The Network and Information Systems Regulations 2018’ (Legislation.gov.uk) https://www.legislation.gov.
uk/uksi/2018/506/contents/made, accessed 9 April 2024

‘Review of the Computer Misuse Act 1990: Consultation and Response to Call for Information (Accessible)’
(GOV.UK) https://www.gov.uk/government/consultations/review-of-the-computer-misuse-act-1990/
review-of-the-computer-misuse-act-1990-consultation-and-response-to-call-for-information-accessible,
accessed 9 April 2024

https://ico.org.uk/for-organisations/guide-to-eidas/what-is-the-eidas-regulation/#:~:text=The%20UK%20
elDAS%20Regulations%20set,certificate%20services%20for%20website%20authentication.

‘What Are PECR?’ (ICO) https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-
communications/guide-to-pecr/what-are-pecr/, accessed 9 April 2024

‘Executive Order on Improving the Nation’s Cybersecurity’ (The White House, 12 May 2021) https://www.
whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-
nations-cybersecurity/, accessed 29 February 2024

1798.140. “(c) (A) Has annual gross revenues in excess of twenty-five million dollars ($25,000,000), as
adjusted pursuant to paragraph (5) of subdivision (a) of Section 1798.185. (B) Alone or in combination,
annually buys, receives for the business’s commercial purposes, sells, or shares for commercial purposes,
alone or in combination, the personal information of 50,000 or more consumers, households, or devices. (C)
Derives 50 percent or more of its annual revenues from selling consumers’ personal information”.

Cal. Civ. Code § 1798.100. “(e) A business that collects a consumer's personal information shall implement
reasonable security procedures and practices appropriate to the nature of the personal information to
protect the personal information from unauthorized or illegal access, destruction, use, modification, or
disclosure in accordance with Section 1798.81.5.”

1798.100. “(a) A consumer shall have the right to request that a business that collects a consumer’s personal
information disclose to that consumer the categories and specific pieces of personal information the
business has collected”.

1798.105. “(a) A consumer shall have the right to request that a business delete any personal information
about the consumer which the business has collected from the consumer”.

1798.120. “(a) A consumer shall have the right, at any time, to direct a business that sells personal
information about the consumer to third parties not to sell the consumer’s personal information. This right
may be referred to as the right to opt-out”.

1798.125. “(a) (1) A business shall not discriminate against a consumer because the consumer exercised any
of the consumer’s rights under this title, including, but not limited to, by: (A) Denying goods or services to
the consumer......."



27- 1798.150” (a) (1) Any consumer whose nonencrypted and nonredacted personal information, as defined
in subparagraph (A) of paragraph (1) of subdivision (d) of Section 1798.81.5, is subject to an unauthorized
access and exfiltration, theft, or disclosure as a result of the business’s violation of the duty to implement
and maintain reasonable security procedures and practices appropriate to the nature of the information to
protect the personal information may institute a civil action for any of the following: (A) To recover damages
in an amount not less than one hundred dollars (5100) and not greater than seven hundred and fifty (5750)
per consumer per incident or actual damages, whichever is greater (b).......”

28 - Technology FO of, ‘Gramm-Leach-Bliley Act’ (Federal Trade Commission, 5 February 2024) <https://www.ftc.
gov/business-guidance/privacy-security/gramme-leach-bliley-act> accessed 9 April 2024

29 - ——, ‘Gramm-Leach-Bliley Act’ (Federal Trade Commission, 5 February 2024) <https://www.ftc.gov/
business-guidance/privacy-security/gramme-leach-bliley-act> accessed 9 April 2024.

30

‘Cybersecurity and Infrastructure Security Agency: CISA (Cybersecurity and Infrastructure Security Agency
CISA, 19 April 2024) https://www.cisa.gov/news-events/alerts/2018/11/19/cybersecurity-and-infrastructure-
security-agency, accessed10 April 2024

31- "Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA): CISA' (Cybersecurity and
Infrastructure Security Agency CISA) <https://www.cisa.gov/topics/cyber-threats-and-advisories/
information-sharing/cyber- incident-reporting-critical-infrastructure-act-2022-circia#: -:text-
Enactment%200f%20CIRCIA%20marked%20an,and%20ransomware%20payments%20t0%20CISA

32- ‘Cybersecurity’ (SEC Emblem, 24 April 2017) <https://www.sec.gov/securities-topics/cybersecurity>
accessed 8 April 2024

33 - THE INFORMATION TECHNOLOGY ACT, 2000 ACT NO. 21 OF 2000 - India —retrieved from https://WWW.
indiacode.nic.in/bitstream/123456789/1999/1/A2000-21%20%281%29.pdf

34 - Chapter1point 2, page 5, THE INFORMATION TECHNOLOGY ACT, 2000 ACT NO. 21 OF 2000 - India —retrieved
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